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1. Teoperl{qecKlre ocHoBbt uuSopnaaurroHHbrx rexHo.uorufi w unQopvrauuonHofr
6esonacHocrr.l

OcHoeHofi KoHreKcr uu$opuaqzounofi
Mecro rauQopuaquouuofi 6egouacHocrt4 r]

6e:ouacnocrrr PO. OcHoaHrre roH.rrrr4f, 6esouacHocrlr unQoprr,raquu: IIepeqeHb,
cyruH ocrb, xr acc uS r4:r.apfl .

Conpeueuurre {<oHr{errqrr4 co3AaHuf, cr4creM 3aIqr{TbI unQopuaqun B

rzHSopvraur4or{Hbrx ct4creMax ra ACY.
OcHoest cl4creMHoro noAxoga x o6ec[eqeHr4]o ran$oprvraqnoHuofi 6esofiacuocrt4 B

opraHlr3arIr414.

2. OprauuraIIHoHHoe lr rrpaBoBoe o6ecue.renue nuQopMarIrroHuofi 6esorracHocru
2.1. O6rqaq xapaKTepkrcrr4Ka cr4creMbr 3aKoHoAareJrbHoro v HopMarHBHoro

perynl4poBa[Vfl uu$opvraquouuoft 6esonacrrocrr,r B PO. O6ulaq xapar(repucrnKa kt

rlonHoMotll4q (perynflTopoB)) s o6racru I4B. IlonnoMor{Hf, r4 AeflTenbHocrb @e4epanrHofr
cnyN6rr ro rexHr,rqecKoMy Lr 3KcrroprHoMy KoHrponrc (@CT3K) Poccuvr

2.2 Axry€ulbHble Borlpocbl 3aKoHoAareJrbHoro r4 HopMarr4BHoro perynupoBaHLrfl
3aurI4TbI orAenbHbtx BIIAoB raH0opuar\krLr Lt o6pa6arrrBaroulr4x ee cvcreM. O6ec[e.reHr4e
rlepcoH€LnbHblx AaHHbIx: coBpeMeHHbre acrexru upo6JreMbr, yrpo3br H Bbr3oBbr.

3arqula o6terror Kpurur{ecxofi un$c)pMaur4oHnofi unspacrpyKryprr (Ktr4I,I) PO
(*tu rpl,IMepe o6rexroe eueprerzxu). Cucreiua 3aKoHoAareJrbHbrx u HopMarr4BHbrx
rpe6onanrafi [o 3aIrII4Te KVIV. focy.uapcrBeHHa, crzcreMa o6napvxeHur,
rpeAyrpexAeHl4{ v nvKBlaI.aL\uvr nocle4crrnfi KoMrrbrcrepHbrx arax (focCO[KA):
opraHI43aIIZr, crpyKTypa, TexHHqecxoe o6ecuerreHr4e 14 nopqAoK SKcnnyarauw cHCTeMbr.

3aulura rocyAapcrBeHHblx zHQopuarluoHubrx crrcreM (fI4C) P(D: noprvrirrr4BHoe
perynl4poBaHlre o6ecne.IeHI,ts 6eso[acHocrrr lI4C, KoMrrJreKC rpe6onauufi rro 3ar]laTe
anSopua\vLt B|VIC.

3axouo4areJlbHoe I4 HopMarI4BHoe perynupoBaHr4e o6ecne.{euuq 6e:olacHocru
KoMMepr{ecxofi rafiurr s P@. floHsrIae pexr,rMa KoMMepr{ecrofi rafrur,r u nopr.qoK ero
opfaHH3arlrrr4.

2.3. HoprraaruBHoe perynl4poBarrue MeHeAxMeHra rnsopuauuosuofi
6esouacHocrr4

Cacreua craHAapros |OCT P I4COIM3K 27000: cocras, repeqeHb, ocHoBHbre
floroxeHl{q NIeHeAxMeHTa Iau$oprvraquouuo[ 6esonacHocrr4. KourexcT MeHeAxMeHTa
I'IE. Ilocrpoel{I4e CMI'IE Ha ocHoBe HopM r4 rpaBr4n. CBssr }r opraHz3aq.wfl coBMecrHoro
I4croJlb3oBa[prfl Anq ylpaBneHpu raH$opuaquouuofi 6e:ouacuocrbro HopM H rpaBr4n
MeHeAxMeHTa I4B u MeHeAxMeHTa Kar{ecrBa.

JIraqeHaapoBaHue v ceprraSuratryfl cpeAcrB kr clrcreM au$opvaquouuoii
6e:onacuocru. Cacreua nrlleH3l4poBaHr4fl a ceprasvKaqvkr s P@ s o6rac.ra 3aururbr
ran$oplaaqurz. IIpaBoBaf, ocHoBa cr4creMbr.

llporpavrMa ro creqrraJrruofi Ar{cu}rrrJr}rHe rro rcaQeqpe EI,IT

6e:onacHocrl4: froHf,Tue, coAepxaHr4e,

conpeueuuoil cr4cTeMe HauuoHanrHofi



JluqerrsupoBaHl4e AerrenbHocrll tro 3arur4Te rausopuaqau: nprrHupr[br;
yrlonHoMoqerlHble opraHbl; [ocneAoBareJrbHocrb [eitctr,ufi opraHr43arlr4r,r np1a

n u rI e H3 r4p o BaH r4 r4 A eqren bH o crrr rro 3 arrlr.rre u u S o prr,t aL1;,4v.

ceptra$rKalll4{ cpeACTB 3arrlr{rbr unsoprraaur4r,r: [pr4Hrlr,rrrbr; rloprAoK rpoBeAeHr4f,
ceprra$uxa\vvr; oco6enHocrl4 ceprra$raxaqrara cpeAcrB Kpr,rnrorpa$ra.recxoft sarqaru.

YupaueHue pI4cKaMI4 rau$opuaquouuofi 6esouacuocru kt He[pepr,rBHocrb
6rsHeca. flpoqecc MeHeAxMeHra pllcKa rau$oprraaqnouuofi 6esonacHocrr4 Ha ocHoBe
|OCT P I4COIM3K 27005.2010. O6uras xapaKrepvcrvKa Br{AoB AesrenbHocrr4,
cBq3aHHbIx c MeHeAxMeHToM pncKa I4E: yclaHoBneHr,re KoHreKcra; orreHKa; o6pa6orxa;
rlptrHrrHe; KoMMyHuKa\hfl; MoHr4Topr4Hr kr flepeorleHKa. Acnexrsr I4B B paMKax
MeHeAXMeHTa HenpepbIBHOCTu AerTenbHOCTI4 opfaHLI3aIIHr4.

O6ecne'{eHux zH$opMau}IoHHofi 6esouacHocrr4 Ha ocHoBe ((ryqurr4x [paK'rr4K)).

3. IlporpatvlMHoe u rporpaMMHo-arflaparHoe o6ecne.reure uuQopuraquouuofi
6eronacsocrr,r

3.1. CucreMarl43aqnf, [porpaMMHbrx H rrporpaMMHo-afr[aparubrx cpeAcrB 3auIr4TEr
nrr(ropuaqura.

O6ua.q xapaKTepprervtKa, cocraB, ocHoBHbre Syurcqrau h xapaKTepLrcruKa
MexaHlr3Mos 6esonacHocrr4 cpeAcrB r{ cr4creM:

- ayreHT[Qraxaquz kt aBTopur3a\uu;

- 3auIHTbr rzn$oprr,raqrrr4 or BpeAoHocHoro KoAa;

- o6ecneq eHVfl ceresofi 6esonacHocrr4;
- pe3epBnpoBaHuq rr pe3epBHofo Korrr4poBaHr4.rr ;

- KoHTpon, 3axrzqeHHocrr,r un$opuarluoHHbrx cucreM;
- yrlpaBneHuq co6rtrkrflMvt r I4HqI{AeHTaMr4 e ranQopvrarlproHHbrx cncTeMax;
- Kpr4nrofpa$rauecxofi :aulumr uHQopvaqun.

3.2. Axry€uILHbIe Borlpocbl I4Mrlopro3aMerueHuf, B [porpaMMHbrx r4 rrporpaMMHo-
alraparHblx cpeAcrBax 3aql4Tbr uuQoprraaqurz. Tpe6onauur B g6lac'ru
aMnopro3aMe[IeHur. Conpeueuuoe cocroflHr4e uM[opro3aMerUeHH, B 66lacru
rporpaMMHblx r nporpaMMHo-auaparHbrx C3VI, npr4Mepbr. Ilyrra perxeHr.r, npo6leuu
lrMrlopro3aMelrleHl4x. IIepcneKTI4BbI perueHlaf, npo6leuu rzMlopro3aMerrleHr4r.

ul. Melolbl Ir Mo/Ie;Iu o6ectteqeHIIfl rcH6ep6e:]oracrroclu s AC)'u HuQopMilrluorrrrhrx
cHcTeMax

- MoAent{poBaHl4e TIoJII4TI4K znQ oplaau uouuoil 6esonacHocrtr ;

- aualrv3I,I cucreMarLr3arJnfl yrpo3 LryrsBkrMocrefi e un$oplaarlr4oHHbrx clrcreMax;
- MoAenI{poBaHI4e clleHaprreB xz6eparar Lr r4x [pr4MeHeHr.re B TexHonorprr4

[poaKTr4Buofi sauluru;
- MoAenl4poBaHEe apxl4TeKTyprr rzHSopMaIIZoHnofi 6esolacHocrr.r (apxutexryptr
I4C, ACy c rro3rzrluft 6esonacnocrH);
- MoAenI,IpoBaHI4e pI4cKoB Izn$opltaquoHuofi 6esouacHocrra eVlC z ACV;
- MoAenI{poBaHVe HenpepbIBHocrH 6rasHeca c uosr,rqufi uHsopuaquouHofi
6esonacHocru;



- [pI{MeHeHpIe MeroAoB LICKyCCTBeHHO|O 14HTenJreKTa rrpr4 MOHr4'ropr4HI-e

14 HTIHAeHToB [rH S opMarlr4oHHofi 6 e:onac Hocrrr ;

- I4HTeJIJIeKTyanbHatfi a:,j.asrut3 AaHHbIx, flpoqeccoB r,r co6rrrufi 6esoflacHocrr{ B

pacnpeAeJreHrrbrx znQoprr,raqr4oHHbrx cr4creMax ;

- MeroAbr AoKa3areJrrcrB AoBepr,r, K 6esonacuocrr4
rexuolorufi.

lruQoprr,tauaoHHbrx

5. ConpeueHHbre upo6,rerusr uuQopMauuorrHofi 6esonacHocru
5.1. EesonacHocrr rra6ep$u:r{r{ecKr4x cr4creM (KOC). Oco6euuocnr vrpo3 u

yr3Bl4Mocrefi K@C v t4x KoMrIoHeHror, oco6eHHocrr,r 3a[Ir4Tbr KOC or BpeAor{ocHoro
nporpaMMHoro o6ecneuenux, MeroAbl Bbr.sBreHa.fl BpeAoHocHbrx Bo3MoxHocrefi B

$ynxqnoHaJlbHblx MexaHI{3Max K(DC. Me:ro4r,r 3arrlr4Tbr K(DC or rleneHarrpaBneHHr,rx araK.

5. 2. KsaHroBble rexHoJlorwv B c,krcreMax 3arrlr4Tbr rau$opuaqura. Ilpeo6pa:oeau ne
I4 [epeAar{a zu$oplaa\w B KBaHToBbIx cl4creNrax. KsaHToBa, Kpr4nrorpa$w H xsaHroesrfi
Kpu[To aH arrv3: [epcrreKT r4Bbr Lt upo6lerurr. KBauroeas ro H Ka.

5.3. Texuororuu pacrpeAeJleHHoro peecrpa vr cMapr-KoHTpaKrbr B cr{creMax
3aqHTbI rau$opuaquz. TexHororHq 6roxqefiu. Ceru pacnpeAeJreHHbrx peecrpoB,
xnaccu$raKaultq, orJIHqr4s. flopx4or Aocr]rxeHr4, KoHceccyca. llepcnerrnBbr

t4 6e:onacuocru.
[paKTHLIecKoI'o I4crIoJIb3oBaHVfl rexuororuff B pe[eHr4r4 3aAar{ HnSopuauprouuofi
6esonacuocrr4: cMapr-KoHTpaKTbr, o6ecue.rerrr4e AoBepr4,
llp e rz rvry u1e crBa Lr H eAocr artLr rexHol o rufi .

5 . 4. Oueuxa 6esou acHoerl{ r,ru$ oprraaqr{oHHbrx rexHoJrorufi . IIpo 6JreMa il Kpvr epuv
oIIeHKI4 6esonacHocru auSopnaaqaoHHbrx rexuolorufi. Mex4yrrapo4nurfr onbrr
pa:pa6orxn <O6utux KpurepueB)) oIIeHKr4 6esonacHocrlr zu$opuarlr4oHHbrx rexsolorzfi.
Cucreua crarlAapros |OCT P I4COIM3K 15408 r rroAAepxr4Barorur4x Hx AoKyMeHroB.
IIoHqrIae v vepapxvfl SynxqraoH€urbHbrx KoMrroHeHToB 6esonacHocru. lloHsrne u
]aepapxvfl SynxquoHanbHblx KoMnoHeHToB AoBepHs x 6egoracHocrr4. lllxala AoBepH, K

6esonacuocrl4 rauSoplaaqI,toHHblx rexuororHfr. llonsrrae w coAepxaHr4e orreHorrHoro
ypoBH{ AoBepl4f, K 6esonacuocrl4. flparravecKoe rrpr4MeHeHrre rroAxoAa <,l06Uzx
KpI,ITepI4eB)) K oUeH re 6 es onacHocTl{ unSoprraaqr4oHHbrx rexuol o rprfi .

5.5. Oueuxa 3arll4uleHHocrrr Lt eS$exrunHocrr4 ransopuaqlroHHbrx cr4creM.
Oprauusaqux MoHI{TopI4Hra v oIIeHKV 3arqr4qeHHocru: c6op vtuQoprraaquu, al,aJ1r43,
oIIeHKa sHaqeHl,Ifi, rauQopuplpoBaHne 3ar4HTepecoBaHHbrx cropoH. Oco6ensocrr,r pa6ortr c
pe3ynbraraMr{ MoHrrropr{Hra v aHuru3a 3arrltauleHHocrr4 c yrreroM xonSrageuufiaJrbHocrr.r
uuSopvraquu.

5.6. llpuueHeHue MeroAoB I4 TexHoJlorufi ucxyccrBeHHoro r4HTeIrJreKTa B crrcreMax
anSopuaquouuofi 6esonacnocrl4. O6ecueqeHae o[eparr4BHocn4 pearr4poB alkrfl Ha
I4HIIuAeHrsr I,IE. Ilouorqr B BbIrIoJIHeHrrr4 pyrr4HHbrx rporleAyp o6pa6or:xn co6strufi
6esouacuocrlz. Ilpoqeaypbl AereKTupoBaHuf, yrpo3, Koppen{uvLr v MarurrHHoro o6yueuzx
r SIEM, IDS/IPS- 14 Apyrux perxeHrr{x.
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